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CMMC Overview
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• Cybersecurity Maturity Model Certification (CMMC) is a cybersecurity model created by 
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CMMC Practices
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CMMC Phased Approach to RFP Release
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CMMC Phased Approach to 



© 2021 The Associated General Contractors of America, Inc.10 |

DFARS Clauses
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FCI (Federal Contract Information) - Federal contract information means 
information, not intended for public release, that is provided by or generated for 
the Government under a contract to develop or deliver a product or service to 
the Government, but not including information provided by the Government to 
the public (such as on public Web sites) or simple transactional information, 
such as necessary to process payments. Source: 48 CFR § 52.204-21

CUI (Controlled Unclassified Information) - Information that requires 
safeguarding or dissemination controls pursuant to and consistent with the law, 
regulations, and government-wide policies, excluding information that is 
classified under Executive Order 13526, Classified National Security Information, 
December 29, 2009, or any predecessor or successor order, or the Atomic 
Energy Act of 1954, as amended. Source: E.O. 13556 (adapted)

FCI and CUI defined
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• Covers information, not just the information system itself
• Incorporates NIST SP 800-171
• Requires implementation of 110 security requirements on ““covered contractor information systems
•
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• New DoD assessment methodology!
• Requires contractors subject to DFARS 252.204-7012 to self complete a Basic 

Assessment and upload the resulting score into the Supplier Risk Management 
System (SPRS) prior to contract award

• Medium and High Assessments may be required and will be completed by the 
government (DIBCAC)

• Requires contractors to flow same requirement down to subcontractors in “all 
subcontracts and other contractual instruments”

• 7020 Clause for SP 800-171 Assessments
• “information systems relevant to its offer”

• Transition clause until October 1, 2025

DFARS 252.204-7019 & 7020 NIST SP 800-
171 DoD Assessment Requirements 
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CMMC Assessment – what 
to expect?
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Audit or Assessment

To achieve the 
o b je c t ive  o f  le v e ls  
2 +  yo u  h a ve  t o b e  

c o n d u c t in g  a n  
a s s e s s m e n t .

Audit
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Notional Assessment Process

Phase I: Planning

– OSC contacts CMMC 
third-party assessor 
organization (C3PAO)

– Initial scope information 
gathered

– C3PAO identifies and 
confirm dates with  
certified assessor

– OSC and C3PAO 
negotiate assessment 
dates, contract and cost

– Intake artifact 
completed

– Plan completed and 
approved

Phase II: Conduct

– Opening brief

– Gathering of objective 
evidence (OE)

– Analysis of OE

– Scoring/rollup

– Preliminary findings 

– Final findings and 
recommendation

Phase III: Report

– Assessment outputs 
submitted to C3PAO

– C3PAO performs quality 
assurance (QA)

– Submission to 
accreditation body (AB) 
for QA?

– Submission to eMASS

– Certification issued

Phase IV: Remediation/ 
Adjudication

Remediation
– TBD 

Adjudication
– TBD

Intake
form/ 
plan

Scoring 
worksheets

findings

Remediation 
or adjudication 
request TBD?
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• OSC assessment sponsor

• OSC point of contact

• C3PAO

• Lead assessor

• Assessment team

• OSC representatives (practice/process owners)

• CMMC-AB

Assessment Participants
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• Basic information about the OSC and the C3PAO

• The OSC should be prepared to provide information such as:
• Target level
• Scope and Locations
•
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Assessment Guides

The Assessment Guides define the objectives that the 
assessor will evaluate.  Here is an example for AC.1.002:

https://www.acq.osd.mil/cmmc/docs/CMMC_AG_Lvl3_20201208_editable.pdf
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Questions?
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Contact Information

Matt Gilbert
Principal – CMMC Leader, 

Risk Advisory Practice
CMMC Certified Provisional Assessor, CISA, 

CRISC
matt.gilbert@bakertilly.com
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